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HAYYHO-IIPABOBBIE ACIIEKTbI
NPEAYIPEXJIEHUSA NPECTYILUIEHUI
B PECIIYBJIMKE BEJIAPYCbH

B Pecny6nuke benapych pa3paboTaH MeXaHU3M OpraHU3alUM AEATEIbHO-
CTH 10 O0pBOE ¢ MPECTYNMHOCTHIO: ONPEACICHBI CyOBEKTHI MPEIyNPEAUTEITBHON
JIESITeIbHOCTH, OCHOBHBIE MEPOIPUATUS 10 O0phOe ¢ MPEeCTYMHOCTbIO, IPUHU-
MAaroTCsl MPOrpaMMBI IO BOIIPOCAM MpeAyNpeanTenbHOl nestenbHoctu. Ha ce-
TOJHSIIHUN IeHb pa3paboTaH U akKTUBHO IpuMeHsieTcs 3akoH PecrmyOmuxu be-
napych «O0 0OCHOBax JCATEIBHOCTH MO MPOQHIAKTHKE MPABOHAPYIICHHI» OT 4
ssaBaps 2014 1., Ne 122-3 (B pen. ot 18.07.2016 1) (nanee — 3axon) [1]. B Ha3Ban-
HOM 3aKOHE BIIEPBEIE JaHBI ONPENEeNICHHS TAKUX TEPMHHOB, KaK NPOQHIaKTHKA
[IpaBOHAPYILICHUH, 0011as U HHAUBUAYaIbHAs NPO(UIAKTUKA, OPOASIKHUYECTBO
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U TIONPOLIaHHUYECTBO, JUIO 0€3 ONpeeIeHHOTO0 MeCTa KUTEeIbCTBA, HACHIINE
B ceMbe. B 3akoHe 3akperuieHa cuctemMa M KOMIETEHLUs cyObeKTOB npoduiak-
THKH TPaBOHAPYIICHUH, PENIAMEHTHPYIOTCS TMOJIHOMOYHS TOCYIapCTBEHHBIX
OpraHoB yINpaBJIEHUS U MECTHOTO caMoynpasieHus. B To e BpeMst 3aKOH MOX-
HO paccMaTpHBaTh JHUIIL KaK IPABOBYIO OCHOBY MPOQMIAKTHKY MPECTYITHOCTH.
B Ha3zBaHHOM 3aKOHE OTCYTCTBYIOT JieTallbHAs KOHKpPETHU3auus 3a1a4 npoduiax-
THUKH MPECTYMHOCTH, KOHKPETHBIC MEPONIPUATHUS MIPEIYNPEKICHUSI U CYOBEKTHI,
UX peau3yollne, CTETIeHb OTBETCTBEHHOCTH 3a HapylIeHHE 3aKOHO/ATeNIbCTBA
o mpenynpexaenun npecrynHoctd. H. bapaHoBckuil B kauecTBe HEIOCTATKOB
YKa3aHHOTO 3aKoHa BBIJENSET CIEAYIOUIME: HEBKIIOYEHHE B CHUCTEMY IIpej-
YOPEKACHHUS TPABOHAPYIICHUI BUKTUMOIOTHYECKONW MPOQUITAKTHKH; HETIOJIHAS
pernaMeHTaIysl CUCTEMbl KOOPIMHAIIMM U B3aUMOJIEHCTBUS PabOThl CyObEKTOB
OpOQUIAKTUKNA IPABOHAPYIIECHUH; HEpa3pabOTaHHOCTh KPUTEPUEB OLIEHKU
3(pPEKTUBHOCTH AEATENFHOCTH CYOBEKTOB NMPOMMIAKTUKH MpaBOHAPYIICHUIH
[2, c. 41].

Takum 00pa3oM, 3akoH O MPOQUIAKTHKE TPABOHAPYIICHUH MOMJIEKHUT CO-
BEPIICHCTBOBAHUIO C LIENBIO YCTPAaHEHHs MIPOOEIOB U KOJUIM3UH B JEHCTBYIOMEM
3aKOHOJATEJIbCTBE.

B cootBercTBUM ¢ 3aKOHOM O NMpO(WIAKTHKE NPaBOHAPYLICHUH MO IPO-
(hUIIaKTHKOM MpaBOHAPYNICHUH TOHUMAETCS AEATEIBHOCTh IO MPUMEHEHUIO Mep
o0mel u (nnm) MHAMBUAYaTbHON MPO(MIAKTHKY IPABOHAPYILEHUI CyObeKTaMu
npodUIaKTHKY TIPaBOHAPYIICHHUH B COOTBETCTBHHU C HACTOSIIUM 3aKOHOM H JPY-
TUMU aKTaMH 3aKOHoAarenseTBa [ 1, cT. 2].

W3 BBIIENIPUBEICHHBIX ONPENENICHUN CIIeyeT, YTO OCHOBHOM LENbI0 Mpe-
YIOPEXKACHUS BBICTYNAET YCTpaHEHHE MPUYUH U YCIOBHM, COCOOCTBYIOIIUX CO-
BEpIICHHUIO NpecTyIuieHnid. Hanbonee oueBUIHBIMY B HallleM OOIIECTBE yCIOBUS-
MH, CIIOCOOCTBYIOIIMMH COBEPILCHUIO NPECTYIUICHUH, SBISIOTCS MBSHCTBO, KO-
TOJIU3M U HApKOMaHUs. YIEJIbHbIM BeC IPECTYINICHUH, COBEPILICHHBIX B COCTOSIHUI
AJIKOTOJIBHOTO OIbsIHEHMS, B Hatueil crpane (B 2015 roxy — 29 %) sBnsiercst oqHUM
3 cambIx Beicokux B CHI'. Ilo mamreiM MBJI, u3 o0miero 4mcia BBISBICHHBIX
B 2015 r. npectynuukoB (53 082 yenoseka) 6osee 14 ThIC. BO BpeMsi COBEPILECHUS
MIPECTYIUIEHUS] HAXOAUINCh B COCTOSIHUM AJIKOTOJIBHOTO OMbSIHEHHUS (XOTS B AeH-
CTBHUTEIBHOCTH 3TOT MOKa3aTeNb BhIIE) U Oosee | ThIC. — UL, HAXOAUBLINECS
B COCTOSIHUM HapKOTUYECKOTO OIbsSHEHMs. Ba)kHO OTMETHTD, 4TO Yalle BCEro JIn-
[IaMU B HETPE3BOM COCTOSIHUH COBEPILIAIOTCS HauOosee ONacHble HACHILCTBEH-
HBIE ¥ KOPBICTHO-HACHJILCTBEHHbIE MIPECTYIUICHU: yOuiictBa — 85 % npecTynHbIx
JIETHUH 3TOTO BHJIA, YMBIIUICHHBIC MPUYHMHEHUS TSOKKUX TEJIECHBIX MOBPEKIC-
Huit — 78 %, xynurancrsa — 74 %, nznacunosanust — 70 %, yroHbl TPaHCIIOPTHBIX
cpencts — 66 %, pazoolinbie HananeHus — 65 %, rpadexu — 64 % [3].

Otcrona cienyer, 4To YCTPaHEHUE JAETePMUHAHT IPECTYITHOCTH SIBIISETCS
IIPUOPHUTETHHIM HampaBieHHeM B 00pb0e ¢ mpecTynHOCThI0. VIMeHHO ycnemmHas
peanu3anys yKa3aHHOM 3a/laud MO3BOJIMT MUHUMH3UPOBATh YPOBEHb MPECTYII-
HOCTH.
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CrnenyouM HarpapieHUEM MPEAyIPEAUTEIbHON IEITeIbHOCTH BBICTYIACT
MIPeAOTBpAIleHHE MPECTYIUICHUH, T. €. MPECeYCHUE COBEPIICHUS MPECTYIICHUI
Ha CTaJMM UX TUIAHUPOBAHUS M MOATOTOBKHU. J[eSATEIBHOCTHIO MO MPEJOTBpAallie-
HUIO TNPECTYIUICHUN CIIEAYeT CUUTATh MEpPbI, NPEANPUHSITHIE POTUB JINL, 00/1y-
MBIBAIOIIUX COBEPILICHHE PECTYIICHHUH.

E1e omHMM OTHOCUTEIBHO CaMOCTOSTENILHBIM HAIPABICHUEM JeSITeIIbHOCTH
0 MPEIYTPEKICHHUIO MPECTYIMHOCTH BBICTYIACT MPECEYCHHE COBEPILACMBIX pe-
CTYIUICHHI, T. €. HEJIOMyIIIEHHE PeaTN3alliu [IPECTYITHOTO 3aMBbICIIA U JIOCTUKEHUS
IIpecTyNHbIX 1eneil. JlaHHoe HampaBiieHHe NpeayNnpeIuTeIbHON IeaTeNbHOCTH,
Kak ITPaBUJIO, 3aKJIIOYAETCS B IIPUBICYCHUU K YTOJIOBHOM OTBETCTBEHHOCTH JIMILIA,
COBEPILAIOIIETO MPECTYIUICHHUE.

BaxxHbIM acriekToM B IIpeyNpeKAeHUH NPECTYIUICHHH SBISETCS HEOMyIIe-
HUE COBEPIICHHUS MPECTYIJICHUH JIULIaMH, OTOBIBIIMMH HaKa3aHUE U OCBOOOKICH-
HBIMHU U3 MECT JIMIIEHUs cBOOO/bI. Ha mpaBoOXpaHUTENbHBIE OpPraHbl BO3JIAraeTcs
Ba)KHas 3a/1a4a [0 PECOLMAIN3AIIH OCYKACHHBIX, ONTHMHU3AIMH IPOLIECCa BO3BPa-
nieHus ux B oouiecto. Crarucruka MB/] moka3siBaeT, 4To cpeu BBISIBICHHBIX JIULI,
COBEPILUBIINX MPECTYIICHUS, COXPAHSETCS BBICOKHI YEIbHBIN BEC MPECTyIUIe-
HUI, COBEPIIEHHBIX JINI[AMU, UMEIOIIUMH cyauMocTh (19 405 yenosek minu 36,5 %
322015 1) [4]. [IpuBeneHHbIe NaHHBIC OQUIMATIBHON CTATUCTUKN YKA3bIBAIOT, YTO
B OTHOILICHHU KaXXJIOTO TPETHEro OCY)KJEHHOTO He ObUIM JOCTHIHYTHI yCTaHOB-
JICHHBIC 3aKOHOM LM Haka3zaHus. COOTBETCTBEHHO BO3HHMKAET HEOOXOAMMOCTh
B MOJICPHM3ALIMU MEXaHU3Ma WCIIOJIHEHHUs HaKa3aHUH M pecOLHaIU3alMUi OCYK-
JICHHBIX.

W3 BBILIEU3IIOKEHHOTO CIIEAYET, YTO JEATEIBHOCTb 10 HPEAyNPEeKICHUIO
MPECTYIUICHUI COCTOMT M3 YEThIPEX OCHOBHBIX BHJOB (HANpaBlCHWUH) Tpel-
YHpEeAUTEeNbHON AEATeNIbHOCTH: YCTPaHEeHHE NMPUYHMH U YCJIOBUIl IPECTYMHOCTH,
MPEOTBPAIlCHHE MTPECTYIUICHUH, TPECEYCHUE COBEPIIAEMBIX MPECTYIJICHUH, HC-
MIPaBJICHUE U TIEPEBOCITUTAHUE OCYKICHHBIX.

B cBsi3u ¢ TeMm, YTO MpeaynpexIeHue MPeCTYIUICHUH MPeACTaBIseT co00i
HanOonee 3()(GEKTUBHBIA MyTh OOPBOBI C MPECTYHMHOCTBIO, aBTOPHI MPEJIaratoT
3aKpENUTh NPEAyNPEKACHUE MPECTYIJICHUI B YUCIIE 33/1a4 YTOJIOBHOTO CYIONPO-
M3BOJICTBA, YTO BJIEYET 3a cO00I M3MEHEHHE AUCIIO3ULIUH CT. 7 YTOJIOBHO-TIpOLIeC-
cyanbHoro Kogekca PecnyOnuku Benapycb ot 16 uromnst 1999 r, Ne 295-3 (B pen.
or 20.04.2016 r.), a TakXxKe 3aKpeNnUTh B KadecTBE O00SA3aHHOCTEH OpraHoB Mpel-
BapUTENILHOTO CJICICTBHS, OPraHOB YTOJOBHOTO TPECIICAOBaHUS TPUHITHE MEp
IO BBISIBIICHHIO ¥ YCTPAHEHUIO OOCTOSTENBCTB, CIOCOOCTBOBABIINX COBEPILCHUIO
MPECTYIUICHUS.
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BOPbBA C KUBEPIPECTYITHOCTbIO:
MEKIYHAPOJHBII1 ONBIT

Bueapenune nudpoBbIX TEXHOJIOTUH U TI00AIN3aI1sl KOMIIBIOTEPHBIX CeTel
BEIHYK/IAIOT MCKaTh ITyTH MPOTHUBOAEHCTBUS KUOEHMPECTYNHOCTH, CTaBIIeH 00-
LIEMHPOBOH YIp030ii COBpeMEHHOMY 00mIeCcTBY. 3amuTa GU3NYECKUX U IOPHIU-
YEeCKUX JIAI IPH aBTOMAaTH3UPOBAHHOM 00paboTKe TaHHBIX OT MPOTHBOIPABHBIX
[OCATaTEeNILCTB ABJSIETCS OJHON U3 3aJia4, CTOALIMX HEpe/l IPaBOOXPaHUTEIIbHBI-
Mu opranamu. ContacHo KOHBEHIIMM O MPECTYNHOCTH B chepe KOMITbIOTEPHOM
unpopmanuu (ETS Ne 185), npunsroit 23 Hos16ps 2001 r. B bynanemre, npusHa-
€TCsI IPECTYIUIEHHEM YMBIIIJICHHO OCYIECTBICHHBIN C UCIIOIb30BaHUEM TEXHHU-
YEeCKHX CPEJCTB IEPEXBAT KOMIBIOTEPHBIX AAHHBIX, I€PEJABAEMbIX B KOMIIbIO-
TEPHYIO CHCTEMY, M3 Hee WJIM BHYTPH TAaKOH CHCTEMBI, a TaKKe YMBIIUIEHHOE
co3JaHue MoMeX (DYHKIMOHMPOBAHUIO KOMIIBIOTEPHOI CHCTEMBI IIyTEM BBOJA,
nepeiady, HOBPEKACHUS, YIAICHHS, YXyIIICHUS KaueCcTBa, H3MEHEHHS HITH 0J10-
KUPOBaHUS KOMIIBIOTEPHBIX JaHHBIX [1].

MupoBoe COOOIIECTBO CEroaHsI 00ECIOKOCHO PacpOCTPAaHEHHOCTHIO TIpe-
CTYILIEHUI, COBEpIIAEMBIX B cepe KOMIbIOTEpHOH nHbopMmanun. OTaeIbHbIE Xa-
KepBl HCIIONB3YIOT BUPYCHYIO Tporpammy &#8220ransomware&#8221, koropast
3aI1aKOBBIBAET BaJKHBIE JIOKYMEHTHI B 3aKOJMPOBAHHBIN apXUB U YIAsIE€T UX OpU-
THHAJIBI, Jejasi TAKUM 00pa3oM HEBO3MOXKHBIM JOCTYII K HUM JI0 MOMEHTA YIIIaThl
BbIKyna. Cilyual TakKMX BBIMOIaTeIbCTB BCTPEYAIOTCSA BO BCEM MUPE OYEHB YacTo.
OObeKkTOM BHUMAaHUS KHOEpPIPECTYMHUKOB CTAHOBSATCS CBEACHHS O MEPCOHANb-
HBIX JAHHBIX HALIUEHTOB MEIYyUpEXkICHUH, 0 cOCTaBe MEAULIMHCKUX NIPENaparos,
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